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ABSTRACT

As IoT equipment is commercialized, Bluetooth or wireless networks will be built into general living devices such as IP cameras,
door locks, cars and TVs. Security for IoT equipment is becoming more important because IoT equipment shares a lot of information
through the network and collects personal information and operates the system. In addition, web-based attacks and application attacks
currently account for a significant portion of cyber threats, and security experts are analyzing the vulnerabilities of cyber attacks
through manual analysis to secure them. However, since it is virtually impossible to analyze vulnerabilities with only manual analysis,
researchers studying system security are currently working on automated vulnerability detection systems, and Firm-AFL, published
recently in USENIX, proposed a system by conducting a study on fuzzing processing speed and efficiency using a coverage-based
fuzzer. However, the existing tools were focused on the fuzzing processing speed of the firmware, and as a result, they did not
find any vulnerability in various paths. In this paper, we propose IoTFirmFuzz, which finds more paths, resolves constraints, and
discovers more crashes by strengthening the mutation process to find vulnerabilities in various paths not found in existing tools.
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Table 1. AFL mutation operator types

No mutation Meaning
operator
o To flip a single bit or
1 bitfilp multiple consecutive bits.
. To flip a single byte or
2 byteflip multiple consecutive bytes.
arithmetic | To add or subtract one or
3 .
inc/dec several bytes.
interestin To change the byte of a test
4 values & case to a byte that has
already been defined.
user To insert or change a test
5 extras case byte to a user-supplied
value.
To overwrite bytes in the test
6 auto case with tokens recognized
extras by the AFL during a bit flip
1/1.
random Randomly select one byte of
7 bytes the test case and set the
Y byte to a random value.
delete Randomly select several
8 consecutive bytes and delete
bytes
them.
Randomly copy some bytes
9 insert from a test case and insert
bytes them to another location in
this test case.
. Randomly overwrite several
overwrite . .
10 consecutive bytes in a test
bytes
case.
Splice two parts from two
11 | cross over | different test cases to form a
new test case.
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CVE-2016-1558 | DAP-2695 |1.11.RC044| router | httpd 36 509 | 15.5 81 1257 | 96.83
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